Tencent Security Response Center (TSRC) Terms

Welcome to the Tencent Security Response Center (hereinafter referred
to as "TSRC")! By accessing or using the TSRC, conduct security testing on
any of our web or mobile sites or products, submitting vulnerability
reports or seeking a reward you confirm your acceptance of these TSRC
Terms and the Tencent Terms of Service, at www.tencent.com/enus/zc/termsofservice.shtml, as amended from time to time, and form a
legally binding agreement ("Agreement") on behalf of yourself and, if
applicable and in particular if the testing is conducted in the course of or
has any connection to your employment, your employer or any legal
organization that you represent (collectively "you") with Tencent
International Service Pte. Ltd., 10 Anson Road, #21-07 International Plaza,
Singapore 079903 ("us“ or "we"). We do not accept, and we hereby
expressly reject any other, different or supplemental terms or conditions.

1. You may submit a truthful and valid vulnerability report regarding a
data security weakness regarding any of our web or mobile sites or
products, voluntarily and at your sole discretion, in furtherance of our
endeavours to take reasonable measures to secure our computer systems
and resources.

2. We may, voluntarily and at our sole discretion, evaluate and rank the
vulnerability report you submitted and reward you according to the
severity of the vulnerability. We may follow the guidelines set forth in our
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https://en.security.tencent.com/uploadimg_dir/other/TSRC_Evaluatio
n_and_Rewards_Terms.pdf, as amended from time to time but reserve
the right to make exceptions and apply our judgment.

3. You must comply with all applicable laws and refrain from unauthorized
access to any computers, accounts or personal data (which includes
without limitation data relating to an identified or identifiable natural
person). You must not submit any software, technology or information
subject to export controls to us (if you are uncertain whether the
materials you propose to submit are subject to export controls or other
restrictions, we recommend you seek legal advice). We do not authorize
you to circumvent any technical protection measures, access any
computers or accounts, or collect any personal data. If you inadvertently
cause a violation of applicable data protection laws (e.g. by accessing user
account data or financial information) while conducting vulnerability
testing, you must disclose this in your report. You must immediately
delete from your systems any personal data you inadvertently access and

return the personal data to its original location. You are authorised in this
context to conduct vulnerability assessments only on your own accounts
(including test accounts) and data. You must not affect the normal
operation of our sites or products, or cause the denial of access to other
authorised users. You are responsible for ensuring that you comply with
the terms and conditions of any relevant employment contract to which
you are subject, and with all local regulations concerning the allocation
and payment of any potential rewards. For the avoidance of doubt, the
scope of the program is limited to technical vulnerabilities in Tencentowned mobile and web applications and products. Nothing in these Terms
grants you permission to (without limitation):
(a) access any communications of any person or entity using Tencent
services or systems; or
(b) access or test third party systems or websites.

4. You must keep our technical and trade secrets confidential and refrain
from publicizing vulnerabilities until we had a chance to remedy the
problem and grant you express permission to publicize your insights. You
must not infringe our intellectual property rights and nothing in these
terms grants you any rights to use or exploit our intellectual property or
that of any third party.

5. You must not use TSRC unless you are 18 years or older or you have
obtained express written consent to conclude this Agreement from your
parents or guardian.

6. We are unable to issue rewards to individuals who are subject to trade
sanctions, embargoes or denied person status. If we grant you a reward,
you must comply with local tax laws and you are responsible for any tax
implications. You must also comply with any currency restrictions and any
formalities required for receiving reward in your jurisdiction. You shall
accept the payment methods for the Service published by us from time to
time. In the event that none of the published payment methods can be
used to receive payments in your territory, you shall be responsible to
notify us of a workable alternative. We shall not be obliged to accept any
alternative payment proposal.

7. We reserve the right to update, modify or terminate the TSRC and these
TSRC Terms at any time and at our sole discretion.

8. If any portions or terms of the Agreement are partly invalid or
unenforceable for whatever reason, the remaining terms are still valid

and binding on both sides.

9. You indemnify and hold us harmless in respect of any breach by you of
these TSRC Terms or the Tencent Terms of Service or of applicable laws
by accessing or using the TSRC, conducting security testing, submitting
vulnerability reports or seeking a reward.

10. In the event of any discrepancy among different language versions,
the English version shall prevail.

